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AL L B A~ B R E AL & 441544 (Ministry of Foreign Affairs of
A - HABREALZEWITEI 778 Japan, MOFA) FE A H AR & 2B
F o Iuht - mE TRREALZM > T BRE1F - HARHEE L 2 W R KB
B R A R TE g 2 o A B - BlEREERE - H=IRSHER

BIn L 2R EE s KEE (Ministry of  — ~ FEMIE L ZEIFEHA]

Economy, Trade and Industry, METI) F%% T~ PR EE I B S B A D A

HE: =~ REJIREEE 26 o

— ~ IR S N AR A A R Fs T REA A DUES B A B8 M - H

T ST REITHIR L 2 HE AT i 22 B AN [R) Dy e B 8 1 e B 22 4 [

ST (BT EERBERESGE) BE B 4 BEERBUNTE R/ (The
2 Group of Governmental Experts, GGE) ~ 4

P ~ FFE IT ML 2 P& ZE BB R & 3% (The Global Conference

o~

S A AR B BT - EIEHEE  on Cyber Space, GCCS) ~ (K B ¢4
i O 1 3 - 8BS % % B BRIDTE/AH0) (Budapest Convention) % ©
FERM IR G - F A i 52 378 i 25 Bl it 2 2 R ik -
WAL 201263 ART THEFR  TEE R OB A FES - HARE %
24 H.0 1 (Control System Security Center, M8 JS %2 % =5 JE %8 /[4H ) (Computer
CSSC) » 7€ HA SR ik B8 B o T8 5% it e ok o2 A0 Security Incident Response Team, CSIRT )
B2 i 2 aF - 224 s AU IR B BT B A 15 e oo

GE23) s TEROZODOEREF 2V T4 T A b OV Za—7)b) RIEE) > 2013 F 4 H
5 H » http://www.soumu.go.jp/menu_news/s-news/01ryutsu03_02000045.html > fxfR B HHEH : 2021
F2H24H-

Gk 24) RS PERER, (BT EBHRURRFBICET 21LEHE FE/ R URRAERICE T 5158, (B
PESER) > 2000 & 5 H 31 H » http://www.meti.go.jp/policy/netsecurity/docs/esig/HI2HO0102.txt * i
BB HM 2021 2 H24 H -

(R 25) RFEXE - BN - TA - B - ALZHOY A N—LF 2V T o @Y ZHML X T » GRIFE
¥2A) 02014 1 A 17 H » http://www.meti.go.jp/press/2013/01/20140117005/20140117005.html » #x
BBIBEHI 2021 F2 A 24 H s £RKE - (HAEFRRL L) » (TBEE B R E WL 28 i
it HH0) » 2015 4F 7 H 27 H » https://www.nccst.nat.gov.tw/ArticlesDetail?lang=zh&seq=1377 °
REBIEHI 2021 £ 2 H24 H »

(Gt 26) SMBE > VBB DY A N—0HICB T 2 BHH—HARDY A N—=M22> » IAHE) » 2017 11
H 1 H > http://www.mofa.go.jp/mofaj/annai/page5 000250.html > %8I HHA: 2021 22 A 24 H o
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%22 fE (National Police Agency, NPA )
HEEHE S L TR A - RS ILIE H
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B ~ B S BT I F2 5 98 B R0
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e BT S SR AR AUE (L (visualization)
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H A& @ AR E A o = By A ol

GE27) BT HHGAERGR  (BROY A N—tF 2V 7 1 iR ——IC BT 2 EHIHIE) » BRITIEW
F by @ A 34 - 2015 4F 10 H 22 H  https://www.npa.go.jp/cyberpolice/material/pdf/20151022 CSS

2015.pdf » FRARBIT HW : 2021 F£2 H 24 H »

(G 28) BSCE > CHAS )7 KRR 2 G B B 51D - NI EE A FI) » 56 49 1 > 2012 4F 8 H » F{ 58-63 5 #f
B2 (A EELH AR FOSER R ii—— DU H A FOS B R B 2R ) » 2008 LB 22 5
ERRAET g > 2L TR - 2008 F 6 A 18 H 0 H 15-17 ©

(G 29) BifEd » (U A N—BATEBR ORI DWW T) » (BTEED » 2014 42 3 F 25 H » hitp://www.mod.go.jp/
j/press/news/2014/03/25d.html > fiREIE HHEA : 2021 £ 2 H 24 H

CEE 30) BAfiE2n A S RS AGEE T - A O A N—tF 2V 7 ¢ ~NOHHL - (&) » 2014
4 A > https://www.nisc.go.jp/conference/seisaku/ituse/dai2/pdf/siryou0200.pdf » &% &8 H i :
2021 2 H 24 H -
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{#F 38) Shinichi Yokohama, “Business Management and Cybersecurity: Digital Resiliency for Executives,”
NTT Group, March, 2018, pp.111-114, http://www.ntt.co.jp/topics_e/CfBE2018/img/201803 Business_

Management_and_Cybersecurity.pdf.

CRE 39) HETH PE S A e 155 1 SRIBUR R I L BEAR BLER - (0T A D s Bl 1) & R Al i B 9™ % R AL S

B IR ) > 2016 6 A 10 H »

H 12 » http://www.meti.go.jp/policy/it_policy/jinzai/

27FY/ITjinzai_report_summary.pdf * fx{Z %I HIH : 2021 2 H 24 H -

{¥ 40) Cynthia Brumfield, “Why NIST is so popular in Japan,” Cyberscoop, November 8, 2018, https:/www.
cyberscoop.com/nist-japan-workforce/, last visited: February, 24, 2021.

CGE41) B % » (HARMEE L 2BUR © B3 LHilF 2 25 E) » (ZEAN2) > 2018 47 H 6 H  https://
www.secrss.com/articles/3766 * B RBIE HIH : 2021 42 H24 H -

{3 42) Mihoko Matsubara, “The Cybersecurity Canon: Cybersecurity for Business Executives Toward an

Era When Everything Is Connected,” paloalto, June 5, 2017, https://researchcenter.paloaltonetworks.
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&2 HZ 2014-2020 FXERBRZEREERKESIEKX (BHE)

5 EHE 2014 4F | 20154 | 2016 4 | 2017 4F | 2018 5 | 2019 4F | 2020 &
g 2 2 TR ARG 567.2 839.6 570.5 619.9 634.1 764.9 881.1
P Rt g% 22 2 RO 17.2 84.6 21.5 23.9 61.9 24.9 40.5

BN 9.5 8.8 6 12.8 12.6 4.5 20.5
B 17.6 277.6 20.3 22.1 23.5 30.5 32.6
NEEE 4.5 5 4.2 6.2 7.4 6 6.4

e A 54.8 138.2 93.1 78.7 100.9 43.8 50.3
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Developments and Limitations
of Japan’s Cybersecurity Policy

Ku, Han-Shih

Abstract

In order to strengthen the capabilities of cybersecurity protection, Japan in
2015 established CSSHQ and NISC to attach important to cross-domain and public-
private cooperation in cybersecuirty. Japan has reinforced intelligence exchanges
with countries on Internet threats, formulated relevant international rules, and
developed bilateral or multilateral cybersecurity dialogues. Consequently, Japan
not only increases discourse power in the cyberspace but also actively practices
cybersecurity diplomacy toward international collaboration and links. The purpose
of this paper is to discuss a promotion system of the Japanese cybersecurity
and developments and limitations of its policy. Furthermore, it summarizes the
characters of and inspiration from the development of Japan’s cybersecurity as a
reference for Taiwan’s cybersecurity policy.
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Cybersecurity Strategic HQs, Critical Infrastructure

82



