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Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical

beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose

of uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex
life or sexual orientation shall be prohibited.

Processing of personal data relating to criminal convictions and offences or related security measures

based on Article 6(1) shall be carried out only under the control of official authority or when the

processing is authorised by Union or Member State law providing for appropriate safeguards for the
rights and freedoms of data subjects. 2Any comprehensive register of criminal convictions shall be kept
only under the control of official authority.

Where a type of processing in particular using new technologies, and taking into account the nature,
scope, context and purposes of the processing, is likely to result in a high risk to the rights and freedoms
of natural persons, the controller shall, prior to the processing, carry out an assessment of the impact of
the envisaged processing operations on the protection of personal data. 2A single assessment may
address a set of similar processing operations that present similar high risks.

A data protection impact assessment referred to in paragraph 1 shall in particular be required in the case
of:

(a) a systematic and extensive evaluation of personal aspects relating to natural persons which is based
on automated processing, including profiling, and on which decisions are based that produce legal
effects concerning the natural person or similarly significantly affect the natural person;

(b) processing on a large scale of special categories of data referred to in Article 9(1), or of personal data
relating to criminal convictions and offences referred to in Article 10; or

(c) a systematic monitoring of a publicly accessible area on a large scale.

11

32

33

34

35



=
—
fon
&
e
1_‘
a0
(\s
i
8
=5
=)
%
=t
Ei
g
t
%
Ti
P
a
ETR
W
et
™
‘3\
(u
o
B
=t

oo WE >~ EJEZAAF 2
% TP 2 BREZZE S

i
&-\‘
A

f'_“‘_t'.
XN
)
ol
=
B =
e
& o~
: B
T
=
|
&%
fais
hE
(w
~ =
=
\\‘3_

BT BT AT AT B TR R R YRR TR
ZAF S FEE R AR RILE s B RIET AL R AR
FIR P d 2B BB GR > TAIE 0 BFAILH > 7 TR
2 () = c BROAFER A THREELR TR 2
B A KR STHR T 2 BJEA0E 4 GDPR 2 & oo £ 3 R A
LA < A2 BB PR RIT R o A HARM P R A AR 2 2 Bk
REAPPE AR RASI R A TS TR R TR S Y
WAL FHRE SRR LRI TR TR TR

V@R nE > kiRl GDPR ¥ 83 5% 4 2RI @ F B
AFHREREEERLE S TRhd 1 RS R - ER Y

&
N

|
b

=Y
~m

S (RE F ) LR EE R TR R

{
!
(\x.

o

U
o o

Bt

s &

% The assessment shall contain at least:
(a) a systematic description of the envisaged processing operations and the purposes of the processing,
including, where applicable, the legitimate interest pursued by the controller;
(b) an assessment of the necessity and proportionality of the processing operations in relation to the
purposes;
(c) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1; and
(d) the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of personal data and to demonstrate compliance with this
Regulation taking into account the rights and legitimate interests of data subjects and other persons
concerned.
7T - BIES - FEE > FiH 31 H 166-167 -
* WEEE - ORWWE > (1% GDPR M{EFAE BRI GEER) (B RAHEHE)  $ 745 54
HA > 45Hf 28 » 108 - 12 H » H 21-22 -
Infringements of the following provisions shall, in accordance with paragraph 2, be subject to
administrative fines up to 10 000 000 EUR, or in the case of an undertaking, up to 2 % of the total
worldwide annual turnover of the preceding financial year, whichever is higher:
(a) the obligations of the controller and the processor pursuant to Articles 8, 11, 25 to 39 and 42 and 43;
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