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2018 & M4t # & 5% > (The Security of Critical Infrastructure
Act 2018) - Jﬂa%ﬁéﬁﬁ“@”l*-&i@*ﬁg4ﬁ$%ﬁﬁ
P A TIED EHEZRREI 2P IMNARGZ RS L
% &Py 2023-2030 ;B ﬁ»;a E aiux (2023-2030 Australian Cyber
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C RN PR 2N 8FF Mentity 2 XA R B 2P~ B RGP RPN
A B >~ 30 BRARAAAR S 2§ EF M o Section 8 7 entity means any of the following :
(a)an 1nd1V1dua1; (b)a body corporate;(c)a partnership;(d)an unincorporated association that ha
s a governing body;(e)a trust;(f)an entity that is a responsible entity for a critical infrastruct
ure asset.

TENE R E 2024 ERpLE 2E o W H R ALE FHRERT IRER TR ER g
FiEEAT A 114 & 2 0 > By o https://stliiii.org.tw/article-detail.aspx?no=64&tp=1&d=929
6> BRI 114E37 10p o

S yRA E FAMLLFTIFL B FERLFLRMEHFS o iTHOME » 111 & 11 7
22 p > Hexb : https://www.ithome.com.tw/news/154345 » & {2 F T p 8 1 114 £3 7 11 p -

9 Australian Government Department of Home Affairs, Introduction of landmark Cyber Security
Legislation Package, 9 Oct. 2024, website - https://www.homeaffairs.gov.au/news-media/archiv
e/article?itemld=1247, last visited : Mar. 11 2025.
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of the Security of Critical Infrastructure Act 2018 ) iz 2 k4 A # &K
%5 % 48 (responsible entity ) - i3t X ¥ % SCAEITFFEH 2
M4 B2 HAwE L G &2 72 PR o3y 22 B0 B (
designated Commonwealth body ) #& 1 4 pfi 4% £ (ransomware payment
report) - iE F R T2 F R BB AT £ (civil penalty) o
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W 2025# 20 27 p gt epk > (HEidR4 ) R (Cyber Security (Ransomware Paym
ent Reporting) Rules 2025) (™ f it pidR & A1) % 6 R 2> 24 FHMHES 300 52
Mo MR MY - 2 FET AR ER S R RIZER T 253 E P - Section 6 1 (1)
For the purposes of paragraph 26(3)(b) of the Act, the amount of turnover threshold for a busi
ness for the previous financial year is $3 million.(2)For the purposes of paragraph 26(3)(a) of t
he Act, if a business has been carried on for only part of the previous financial year, the turno
ver threshold for the business for the previous financial year is worked out using the formula :

Number of days
in the part

Number of days
in the previous financial year
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$3 million x

1

N

REFARL R F TIEF2ME S IR AT ALEIEF L I T MG 27 % (A
ustralian Business Number, ABN) & - & #% i o Section 7 : ”(2)The reporting business entity’
s contact and business details given for the purposes of paragraph 27(2)(a) of the Act must
include the entity’s ABN (if any) and address.(3)The other entity’s contact and business deta
ils given for the purposes of paragraph 27(2)(b) of the Act must include the entity’s ABN
(if any) and address.”
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2% o Section 7 : ”(4) The information about the cyber security incident, including its impact
on the reporting business entity, given for the purposes of paragraph 27(2)(c) of the Act mu
st include the following : (a)when the incident occurred or is estimated to have occurred;(b)
when the reporting business entity became aware of the incident;(c)the impact of the incide
nt on the reporting business entity’s infrastructure;(d)the impact of the incident on the report
ing business entity’s customers;(e) what variants (if any) of ransomware or other malware we
re used;(f)what vulnerabilities (if any) in the reporting business entity’s system were exploite
d; (g)information that could assist the response to, mitigation or resolution of the cyber secur
ity incident by a Commonwealth body or State body.”
72 r};‘%iﬁ— RRFTEY SHEREL ZFARHEERZEHF LG5 f%%’ﬁ*;%ﬁiiﬁ
FAEEE o P4 R 2P EE 2358 e Section 7 & ”(5) The information about the dem
and made by the extorting entity given for the purposes of paragraph 27(2)(d) of the Act m
ust include : (a)the amount or quantum of the ransomware payment demanded, or if the ran
somware payment demanded is a non monetary benefit, a description of the ransomware pay
ment demanded; and (b)the method of provision demanded.
% H?%ﬁﬁ‘* HRF THEY 6RO ZFTARSFEIELAALEF LA 3N WEBEE B
2B FTEERE > PP FERIGZL PN EE 5N o Section 7 @ ”(6) The information about the
ransomware payment given for the purposes of paragraph 27(2)(e) of the Act must include:
(a)the amount or quantum of the ransomware payment, or if the ransomware payment is a
non monetary benefit, a description of the ransomware payment; and (b)the method of provis
ion.”
EHFAELRAE TES TARLL AT AR T REL LB FERE - Zdp 52§
E gtz AP PTE EA22 i & 3P o Section 7 : ”(7) The information about communications
with the extorting entity relating to the incident, the demand and the ransomware payment g
iven for the purposes of paragraph 27(2)(f) of the Act must include : (a)the nature and timi
ng of any communications between the entity and the extorting entity; and (b)a brief descrip
tion of those communications (if any); and (c)a brief description of any pre-payment negoti
ations undertaken in relation to the demand or the ransomware payment.”
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(3) Fhzn~ Vs RE A B R 2123 B (National Cyber Security
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