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? EFFUNEERAENE  EEDEE 18 4555 2713 16 T A provider of electronic communication service or
remote computing service shall comply with the obligations of this chapter to preserve, backup, or disclose
the contents of a wire or electronic communication and any record or other information pertaining to a
customer or subscriber within such provider's possession, custody, or control, regardless of whether such
communication, record, or other information is located within or outside of the United States. ;> &gl :
https://www.govinfo.gov/content/pkg/USCODE-2023-title 1 8/pdf/USCODE-2023-title 1 8-partl-chap121-sec27
13pdf B BEHE - IS8 A8 H -

* EEEUFE RGNS - EEUAES 18 4R35 2703 1558 (h) TEEE (2) & (A) BHFUE T A provider
of electronic communication service to the public or remote computing service:«+-+- may file a motion to
modify or quash the legal process where the provider reasonably believes— (i) that the customer or
subscriber is not a United States person and does not reside in the United States; and (ii) that the required
disclosure would create a material risk that the provider would violate the laws of a qualifying foreign
government. Such a motion shall be filed not later than 14 days after the date on which the provider was
served with the legal process, absent agreement with the government or permission from the court to extend
the deadline based on an application made within the 14 days. The right to move to quash is without
prejudice to any other grounds to move to quash or defenses thereto, but it shall be the sole basis for moving
to quash on the grounds of a conflict of law related to a qualifying foreign government. ;> &g#k :
https://WWW.govinfo.gov/content/pkg/USCODE-2022-title18/pdf/USCODE-2022-title18-partI—chap121.pdf
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;Iﬁﬁ%m%% SEEASES 18 414 2703 145 (h) TS (3) 2 : T COMITY ANALYSIS.—For
purposes of making a determination under paragraph (2) (B) (ii) ,the court shall take into account, as
appropriate— ( A ) the interests of the United States, including the investigative interests of the governmental
entity seeking to require the disclosure; (B) the interests of the qualifying foreign government in preventing
any prohibited disclosure; ( C ) the likelihood, extent, and nature of penalties to the provider or any employees
of the provider as a result of inconsistent legal requirements imposed on the provider; (D) the location and
nationality of the subscriber or customer whose communications are being sought, if known, and the nature
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and extent of the subscriber or customer’ s connection to the United States, or if the legal process has been
sought on behalf of a foreign authority pursuant to section 3512, the nature and extent of the subscriber or
customer’ s connection to the foreign authority’ s country; (E ) the nature and extent of the provider’ s ties
to and presence in the United States; (F) the importance to the investigation of the information required to be
disclosed; (G) the likelihood of timely and effective access to the information required to be disclosed
through means that would cause less serious negative consequences; and (H) if the legal process has been
sought on behalf of a foreign authority pursuant to section 3512, the investigative interests of the foreign
authority making the request for assistance. ;> &9 : hitps:/www.govinfo.gov/content/pkg/USCOD
E-2022-itle18/pdf/USCODE-2022-title18-partl-chap121.pdf » fx /&2 HHY : 1158 H 8 H -
CEEEL EH 99
P EFBTE R - EBUAIEE 18 455 2523 1558 (b) TEHUE : TEXECUTIVE AGREEMENT
REQUIREMENTS.— For purposes of this chapter, chapter 121, and chapter 206, an executive agreement
governing access by a foreign government to data subject to this chapter, chapter 121, or chapter 206 shall be
considered to satisfy the requirements of this section if the Attorney General, with the concurrence of the
Secretary of State, determines, and submits a written certification of such determination to Congress,
including a written certification and explanation of each consideration in paragraphs (1), (2) , (3)
and (4) that—:----- | #4E ¢ https://www.govinfo.gov/content/pkg/ USCODE-2024-title18 /pdf /USCODE
-2024-title18-partl-chap119-sec2523.pdf > Fx {2 BIEHHA : 1158 H 17 H -

3


https://www.govinfo.gov/content/pkg/USCODE-2024-title18/pdf/USCODE-2024-title18-partI-chap119-sec2523.pdf%EF%BC%8C%E6%9C%80%E5%BE%8C%E7%80%8F%E8%A6%BD%E6%97%A5%E6%9C%9F%EF%BC%9A115%E5%B9%B48%E6%9C%888%E6%97%A5%E3%80%82

